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Northrop Grumman Privacy Statement  
For California Residents 

 
We at Northrop Grumman respect your concerns about privacy. This Northrop Grumman 
Privacy Statement for California Residents (“Statement”) supplements the Northrop Grumman 
Privacy Policy published on its website and other company privacy notices that reference this 
Statement. It applies solely to residents of California and addresses personal information we 
collect both online and offline. 
 
This Statement uses certain terms that have the meaning given to them in the California privacy 

laws. 

Information We Collect 

We may collect the following categories of personal information about you:  

• Contact Information, including name, alias, mailing address, email address, phone 

number 

• Personal Information, including ethnicity, national origin, citizenship, age, date of birth, 

gender, marital status, disability, military and veteran status  

• Identification Information, including Social Security number, federal tax ID number, 

driver’s license number, passport number, state identification card number 

• Financial Information, including bank account number, credit card number, debit card 

number, and other similar information  

• Unique Personal Identifiers, including device identifier; cookies, beacons, pixel tags, 

mobile ad identifiers and similar technology; customer number, unique pseudonym, or 

user alias; other forms of persistent or probabilistic identifiers; account name and other 

log-in credentials; insurance policy number 

• Internet and Other Electronic Network Activity Information, including IP address, 

browsing history, search history, digital communications with the company, and 

information regarding your interaction with websites, applications or advertisements  

• Employment Information, including work history, salary history, work authorization 

information, information about security clearances, civil and criminal court history, skills, 

certifications, and other professional or employment-related information 

• Education Information, including résumé or C.V., cover letters, education history 

• Inferences: inferences drawn from any of the information identified above to create a 

profile about you reflecting your preferences, characteristics, psychological trends, 

predispositions, behavior, attitudes, intelligence, abilities, and aptitudes 

Of the personal information collected, we may collect the following categories of sensitive 

personal information about you: 

• Personal information, including ethnicity, national origin 

• Identification information, including Social Security number, federal tax ID number, 

driver’s license number, passport number, state identification card number 

• Financial information, including bank account number, credit card number, debit card 

number, and other similar information  

https://www.northropgrumman.com/who-we-are/privacy-policy/
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• Unique personal identifiers, including account name and other log-in credentials 

How We Use the Information We Collect 

We may use the above categories of personal information and sensitive personal information for 

certain business and/or commercial purposes, including as described in this table:     

Purposes Categories of Personal Information  

To provide products and services 
Contact Information; Personal Information; 

Identification Information; Financial Information; 

Unique Personal Identifiers; Internet and Other 

Electronic Network Activity Information; 

Employment Information; Education Information; 

Inferences 

To fulfill the reason you provided the 
information   

Contact Information; Personal Information; 

Identification Information; Financial Information; 

Unique Personal Identifiers; Internet and Other 

Electronic Network Activity Information; 

Employment Information; Education Information; 

Inferences 

To provide you with support and to 
respond to your requests or inquiries, 
including to investigate and address any 
concerns and monitor and improve our 
responses 

Contact Information; Personal Information; 

Identification Information; Financial Information; 

Unique Personal Identifiers; Internet and Other 

Electronic Network Activity Information; 

Employment Information; Education Information; 

Inferences 

To operate, evaluate and improve our 
business (including developing new 
products and services; enhancing and 
improving our products and services; 
managing our communications; analyzing 
our products, services and 
communications; and performing 
accounting, auditing, data analytics and 
other internal functions) 

 

Contact Information; Personal Information; 

Identification Information; Financial Information; 

Unique Personal Identifiers; Internet and Other 

Electronic Network Activity Information; 

Employment Information; Education Information; 

Inferences 

To undertake internal research for 
technological development and 
demonstration  

Contact Information; Personal Information; 

Identification Information; Financial Information; 

Unique Personal Identifiers; Internet and Other 

Electronic Network Activity Information; 

Employment Information; Education Information; 

Inferences 

To protect against, identify and prevent 

cybersecurity and other security events, 

Contact Information; Personal Information; 

Identification Information; Financial Information; 
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espionage, fraud and other unlawful 

activity, claims and other liabilities; and 

prosecuting those responsible 

Unique Personal Identifiers; Internet and Other 

Electronic Network Activity Information; 

Employment Information; Education Information; 

Inferences 

To comply with and enforce applicable 
legal requirements, contractual 
obligations, relevant industry standards 
and our policies  

 

Contact Information; Personal Information; 

Identification Information; Financial Information; 

Unique Personal Identifiers; Internet and Other 

Electronic Network Activity Information; 

Employment Information; Education Information; 

Inferences 

To respond to law enforcement requests 

 

Contact Information; Personal Information; 

Identification Information; Financial Information; 

Unique Personal Identifiers; Internet and Other 

Electronic Network Activity Information; 

Employment Information; Education Information; 

Inferences 

To evaluate or conduct a merger, 
divestiture, restructuring, reorganization, 
dissolution, or other sale or transfer of 
some or all of our assets, whether as a 
going concern or as part of bankruptcy, 
liquidation, or similar proceeding, in which 
personal information held by us is among 
the assets transferred 

 

Contact Information; Personal Information; 

Identification Information; Financial Information; 

Unique Personal Identifiers; Internet and Other 

Electronic Network Activity Information; 

Employment Information; Education Information; 

Inferences 

 

Prior Collection, Use and Disclosure of Personal Information  

We may have collected and used your personal information, as described in “Information We 

Collect” and “How We Use the Information We Collect” sections above, during the 12-month 

period prior to the effective date of this Statement.  

For personal information collected during such timeframe, we describe below:  

a. the categories of sources from which we may have obtained the personal information,  

b. the categories of personal information we may have disclosed for a business purpose 

and the categories of persons to whom we may have disclosed such information, and 

c. the categories of personal information we may have sold or shared to a third party, if 

any. 

 

a. Sources of Personal Information 
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We may have obtained personal information about you from various sources, including as 

described below. 

Categories of Sources of Data Collection Categories of Personal Information 

Directly from you (such as when you provide 

identifiers to gain access to one of our 

facilities)  

Contact Information; Personal Information; 

Identification Information; Financial 

Information; Unique Personal Identifiers; 

Internet and Other Electronic Network Activity 

Information; Employment Information; 

Education Information 

Indirectly from you (such as when our 

security cameras capture your image) 

Personal Information; Unique Personal 

Identifiers; Internet and Other Electronic 

Network Activity Information; Inferences 

From your devices (such as when you 

browse or use our website) 

Unique Personal Identifiers; Internet and 

Other Electronic Network Activity Information 

Our subsidiaries  Contact Information; Personal Information; 

Identification Information; Financial 

Information; Unique Personal Identifiers; 

Internet and Other Electronic Network Activity 

Information; Employment Information; 

Education Information; Inferences 

Vendors who provide services on our behalf  Unique Personal Identifiers; Internet and 

Other Electronic Network Activity Information 

Our customers and business partners (such 

as  subcontractors and suppliers) 

Contact Information; Personal Information; 

Identification Information; Financial 

Information; Unique Personal Identifiers; 

Internet and Other Electronic Network Activity 

Information; Employment Information; 

Education Information 

Government agencies, law enforcement, 

courts and regulators  

Contact Information; Personal Information; 

Identification Information; Financial 

Information; Unique Personal Identifiers; 

Internet and Other Electronic Network Activity 

Information; Employment Information; 

Education Information; Inferences 

Cybersecurity information sharing resources Contact Information; Personal Information; 

Identification Information; Financial 

Information; Unique Personal Identifiers; 

Internet and Other Electronic Network Activity 

Information; Employment Information; 

Education Information; Inferences 
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Social networking services Contact Information; Personal Information; 

Unique Personal Identifiers; Internet and 

Other Electronic Network Activity Information; 

Employment Information; Education 

Information 

Public databases  Contact Information; Personal Information; 

Unique Personal Identifiers; Employment 

Information; Education Information 

 

b. Disclosure of Personal Information for a Business Purpose 

We may have disclosed certain categories of personal information to certain categories of 

persons for a business purpose, including as described below. 

Categories of Persons Categories of Personal Information 

Our subsidiaries  Contact Information; Personal Information; 

Identification Information; Financial 

Information; Unique Personal Identifiers; 

Internet and Other Electronic Network Activity 

Information; Employment Information; 

Education Information; Inferences 

Vendors who provide services on our behalf Contact Information; Personal Information; 

Identification Information; Financial 

Information; Unique Personal Identifiers; 

Internet and Other Electronic Network Activity 

Information; Employment Information; 

Education Information; Inferences 

Our customers and business partners (such 

as subcontractors and suppliers) 

Contact Information; Personal Information; 

Identification Information; Financial 

Information; Unique Personal Identifiers; 

Internet and Other Electronic Network Activity 

Information; Employment Information; 

Education Information; Inferences 

Participants in cyber security information 

resources (when related to a cyber threat 

indicator) 

Contact Information; Personal Information; 

Identification Information; Financial 

Information; Unique Personal Identifiers; 

Internet and Other Electronic Network Activity 

Information; Employment Information; 

Education Information; Inferences 

Government agencies, law enforcement, 

courts and regulators 

Contact Information; Personal Information; 

Identification Information; Financial 

Information; Unique Personal Identifiers; 

Internet and Other Electronic Network Activity 
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Information; Employment Information; 

Education Information; Inferences 

Other parties in the event of a corporate 

transaction, such as an acquisition 

Contact Information; Personal Information; 

Identification Information; Financial 

Information; Unique Personal Identifiers; 

Internet and Other Electronic Network Activity 

Information; Employment Information; 

Education Information; Inferences 

 

c. Sale or Sharing of Personal Information 

We do not sell your personal information to third parties in exchange for monetary or other 

valuable consideration, nor do we share your personal information with third parties for cross‐
context behavioral advertising.  

Data Retention 

Your personal information will be retained as long as necessary to achieve the purposes 

described above in “How We Use The Information We Collect”, unless we (or our service 

provider(s)) have to retain the information for a longer period to be able to run regular 

blocking/deletion routines, to take into account the applicable statute of limitation period, or to 

comply with a legal retention obligation. 

Your Rights and Choices 

We offer you certain choices in connection with the personal information we collect from you. If 
you are a California resident, the California privacy laws provide you with specific rights 
regarding your personal information. This section describes such rights and explains how to 
exercise those rights. 
 
Subject to applicable law, you have the right to request access to and correction or deletion of 
your personal information. You have the right to receive the requested information in a 
commonly used machine-readable format to the extent feasible, and to transmit this information 
to a third party organization without cost. We will not discriminate against you for exercising any 
of these rights. You can exercise these rights by contacting us as indicated in the “How to 
Contact Us” section below. In addition, you have the right to make a complaint with a data 
protection authority. 
 
How to Submit a Request. To exercise your right, you must submit a verifiable request to us 
using one of the means identified in the “How To Contact Us” section below. Only you, or 
someone legally authorized to act on your behalf, may make a verifiable request for your 
personal information. You may only submit a request twice within a 12-month period. We do not 
typically charge a fee to process a verifiable request. If we determine that your request warrants 
a fee due to its nature, we will explain our rationale for assessing a fee and provide you with a 
cost estimate before completing your request. 
 
To exercise your rights as a data subject or consumer, please click the link below: 
 
Global Data Subject Access Form 
 

https://privacyportal.onetrust.com/webform/d526b450-5ccf-42d9-8d54-f3dbb649cf61/562e8397-a7d3-4342-8363-3e7a1b208067
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Updates to This Statement 
 
This Statement may be updated periodically and without prior notice to you to reflect changes in 
our personal information practices. We will post the updated version on our Sites and indicate at 
the top of the Statement when it was most recently updated. 
 
How To Contact Us 
 
If you have any questions or comments about this Statement or the ways in which we collect 
and use your information described here, wish to exercise the rights and choices you may have, 
or want to request this Statement in an alternate form, please contact us using one of the 
methods described below: 
 
Global Data Subject Access Form: Click Here 
 
Email:  privacy@ngc.com   
 
Postal Mail:   

Northrop Grumman Systems Corporation 
Attn: Privacy Office 
2980 Fairview Park Drive 
Falls Church, VA 22042 

 
Toll Free Number: 1-855-737-8364 
 
 
    
   

https://privacyportal.onetrust.com/webform/d526b450-5ccf-42d9-8d54-f3dbb649cf61/562e8397-a7d3-4342-8363-3e7a1b208067
mailto:privacy@ngc.com

